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Purpose2.1 .  ThischapterestablishesthepolicyforlimitedpersonaluseofGovernmentoffice
equipmentandlibrarycollections.   

Authorities2.2 .  Thispolicyneithersupersedesexistingstatutesorregulationsgoverningthe
useofspecificcategoriesofGovernmentproperty, nordoesitapplytotheuseofGovernment
motorvehiclesoraircraft (31U.S.C. 1349(b)), boats, orothermeansoftransportation.  Related
authoritiesare:  

A. 5CFR2635 - StandardsofEthicalConductforEmployeesoftheExecutiveBranch

B. ExecutiveOrder12674, Part1 - ImplementingStandardsofEthicalConductfor
EmployeesoftheExecutiveBranch

C. 5CFR301 - DepartmentalRegulations - authoritytoestablishregulationsfor
managementoftheDepartment

D. 41CFR101-35.201 - TelecommunicationsManagementPolicy

E. IRMBulletin1997-001 - InternetAcceptableUsePolicy

F. ExecutiveOrder13011, FederalInformationTechnology, Section39(a)(1) - Chief
InformationOfficerCouncilAuthoritytoproviderecommendationstoagencyheadsrelatingto
themanagementanduseofinformationtechnologyresources.  

Definitions2.3 .  

A. BroadcastTransmissionisamessageore-mailnotesentatoncefromasingleuserto
manyusersand/orsites.  

B. Commercialgainactivityisdefinedasanyactivityinvolvingorrelatingtobuying,  
selling, advertising, soliciting, leasing, orexchangingproductsorservicesforanemployee’s
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personalfinancialprofitorgain.  Commercialgainactivityincludes, butisnotlimitedto, day
tradingofstocksandbonds, buyingorsellingrealestateforcommercialpurposes, operatinga
business, orsolicitingbusinessopportunities.  

C. Limitedpersonalusemeansactivitythatisconductedforpurposesotherthan
accomplishingofficialorotherwiseauthorizedactivities, doesnotadverselyaffecttheemployee’s
jobperformance, isofnegligiblecost, andislimitedtothosesituationswheretheGovernmentis
alreadyprovidingequipmentorservices.  Limitedpersonaluseactivitiesarefurtherdefinedin2.5
below.  

D. Negligibleisanamountsufficientlysmallthatthequantityorcostmaybedisregarded.  

E. Non-dutytimeistimewhentheemployeeisnotexpectedtobeperformingofficial
business, suchasbeforeorafteraworkday (subjecttolocalofficehours), lunchperiods,  
authorizedbreaks, weekendsorholidays (iftheemployeesdutystationisnormallyavailablefor
employeeuseatsuchtimes).  

F. InformationTechnologymeansanyequipmentorinterconnectedsystemorsubsystem
ofequipmentthatisusedintheautomaticacquisition, storage, manipulation, management,  
movement, control, display, switching, interchange, transmission, orreceptionofdataor
information.  

Policy2.4 .  EmployeesmayuseGovernmentofficeequipmentandlibrarycollectionsonlyfor
officialbusinessorasotherwiseauthorizedbytheGovernment.  Thispolicyauthorizeslimited
personaluseofcertainGovernmentpropertyaslongasitoccursonnon-dutytime, doesnot
interferewithofficialbusiness, isnotacommercialgainactivity, isnototherwiseprohibited, the
equipmentisnotneededforofficialpurposes, andtheexpensetotheGovernmentisnegligible.   

A. InusingGovernmentproperty, employeesshouldbefullyawareoftheirresponsibility
toprotectandconservesuchproperty, includingtheresponsibilityofeverycomputeruserto
knowandadheretoDepartmentalcomputersecurityguidelines, andtouseofficialtimeinan
honestefforttoperformofficialduties.  See5CFR2635.101(b)(9), 2635.704(a) and
2635.705(a).    

B. Managersandsupervisorsmayplaceadditionalrestrictionsontheiremployees’ useof
Governmentofficeequipmentandlibrarycollectionsforpersonalpurposesonlyininstancesof
abuseofthispolicyorinordertomeetmanagementneedsandmissionobjectives.  

C. Priortoadoptingand/orimplementingthispolicy, localmanagementmustfulfillits
labor-managementobligationswiththeiremployees’ exclusivebargainingrepresentative(s) as
appropriate, payingparticularattentiontoanyapplicablecollectivebargainingagreement
containinglanguageontheuseofofficeequipmentandlibrarycollections.  Suchlanguage
prevailsoverthispolicyuntilsuchtimeasthecontractprovidesthatthispolicyappliesorother
languageconcerningtheseissuesisagreedtobytheparties.  
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D. E-mailmessages (andotherelectronicinformation) areGovernmentresourcesthat
maybecoveredbytheFederalRecordsAct, theFreedomofInformationAct, andthePrivacy
Act.  Further, employeeshavenoexpectationofprivacyinthesecommunicationsresources (e.g.,  
e-mail, faxes, Internet, cellphones, orcomputers, whetherornottheseresourcesareauthorized
forpersonalusesorarecoveredbythispolicy).  ByuseofGovernmentcommunications
resourcesforpersonalpurposes, employeeconsenttomonitoringandrecordingwithorwithout
causeisimplied.    

AllowableUses2.5 .  ThefollowinglimitedpersonaluseofGovernmentofficeequipmentand
librarycollectionsisherebyauthorizedforallemployees.  Supervisorsshouldbeconsultedprior
toanypersonaluseofGovernmentofficeequipmentandlibrarycollectionsifthereisanyquestion
whethersuchuseisappropriateunderthetermsofthispolicy.  

A. OfficeEquipment:  Employeesonnon-dutytimeareallowedlimiteduseofoffice
equipmentforpersonalusesthatinvolveonlynegligibleexpensetotheGovernment (suchas
electricity, sheetsofpaper, ink, andordinarywearandtear) anddonotinterferewithofficial
business.  Forpurposesofthispolicy, officeequipmentincludescopymachines, computers,  
printers, andfaxmachines.  Copymachines, faxmachines, andprinters, likeallGovernment
equipment, areforofficialbusiness; however, personaluseoflessthantenpagesperweekis
permissibleonoccasion.  

B. E-mail:  Employeesonnon-dutytimeareallowedtouseGovernmente-mailsystems
andcomputersforlimitedpersonalusewiththefollowingrestrictions:    

1) ThecosttotheGovernmentforthepersonaluseofe-mailmustbenegligible.   
Personaluseofe-mailmustnotoverlyburden, delayordisruptservicetoanyGovernmentsystem
orequipment; e.g., thetransmissionoflargeattachmentsisnotpermitted.  Employeesmust
followguidanceprovidedbytheirBureauorOfficeSystemsAdministrator.  

2) Employeesmayusee-mailforpersonalpoint-to-pointelectronictransmissions
nottoexceed5addresseespere-mail.  Thisappliestoemployee-generatedpersonalmessagesand
thoseinresponsetopersonalmessagesreceivedbytheemployee.  Personalbroadcast
transmissions, massmailingsorbulletinboardsareprohibitedunlessspecificallyauthorizedbya
BureauorOfficeSystemsAdministrator.    

3) Employeesusinge-mailforpersonalpurposesmustnotrepresentthemselvesas
actinginanofficialcapacity.  

4) EmployeesareremindedtousecautionwhengivingouttheirGovernment
e-mailaddressforpersonalpurposes, particularlywhen “registering” atvariousInternetsites.   
Thesetypesofregistrationmayresultinanemployeereceivingunwantede-mail, whichinturn
couldstraintheDOInetworkresourceswithincreasede-mailtraffic.  

C. Librarycollections:  Employeesonnon-dutytimeareallowedtouseDOIlibrary
collections, suchasbooks, microfiche, newspapersandothermaterials, forpersonalpurposes.  
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ProhibitedUsesofGovernmentOfficeEquipment2.6 .  

A. EmployeesarestrictlyprohibitedfromusingGovernmentofficeequipment, atany
time, foractivitiesthatareillegal (e.g., gambling (5CFR735.201)), inappropriate, oroffensiveto
co-workersorthepublic, suchastheuseofsexuallyexplicitordiscriminatorymaterialor
communicationthatridiculesothersonthebasisofrace, creed, religion, color, gender, disability,  
age, nationaloriginorsexualorientation.  

B. EmployeesareprohibitedfromusingGovernmentofficeequipmentatanytimefor
outsidefund-raisingactivity, solicitingmoneyforgifts, endorsinganyproductorservice,  
participatinginanyimproperlobbyingactivity, orengaginginpoliticalactivities.  Note:  Different
rulesforlobbyingandpoliticalactivityapplytoemployeesappointedbythePresidentand
confirmedbytheSenate.  ThoseemployeesshouldconsulttheDOIEthicswebsite
http://www.doi.gov/ethics/index.html) forguidance.  

C. EmployeesareprohibitedfromusingGovernmentofficeequipmentatanytimeto
makepurchasesforpersonalcommercialgainactivity.  Seedefinitionofcommercialgainactivity
in2.3B.  

D. EmployeesarenotauthorizedtoremoveGovernmentpropertyfromtheofficefor
personaluse.  

E. EmployeesareprohibitedfromusingGovernment-providedaccesstotheInternetto
presenttheirpersonalviewsinawaythatwouldleadthepublictointerpretitasanofficial
Governmentposition.  Thisincludespostingtoexternalnewsgroups, bulletinboards, orother
publicforums.  Anacceptabledisclaimerwhenpostingmessagesinanyforum, includinge-mail, is

ThecontentsofthismessageareminepersonallyanddonotreflectanypositionoftheU.S.  A
Government.  @

F. EmployeesareprohibitedatanytimefromusingtheInternetasaradioormusic
player.  SuchlivestreamuseoftheInternetcouldstraintheDOInetworkandsignificantlyslow
communications, inhibitingDOIemployeesfromconductingofficialbusiness.   

G. Employeesareprohibitedatanytimefromusing “push” technologyontheInternetor
othercontinuousdatastreams, unlesstheyaredirectlyassociatedwiththeemployee’sofficial
dutiesandresponsibilities.  PushtechnologyfromtheInternetmeansdaily, hourlyorcontinuous
updatesviatheInternet; e.g., news, stockquotes, weather, andsimilarinformation.  Continuous
datastreamscoulddegradetheperformanceoftheentirenetwork.  

H. Employeesmaynotuseofficialstationery, envelopes, orpostageforpersonal
purposesunderanycircumstances.   

I. Employeesareprohibitedfrominstallingpersonally-ownedsoftware (includingtax
preparationprograms, computergames) onGovernmentmachines.  Employeesmaynot, for
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personalpurposes, download, copy, orstoreanyfilesorprogramsonGovernmentservers, hard
drives, orsharedrives.  Supervisorsmayapprovethestorageofsmallfilessuchas, screensavers,  
backgrounds, etc., bytheiremployees.  

J. EmployeesareprohibitedfromusingGovernmentsystemstogainunauthorized
accesstoothersystems.  

GovernmentEquipmentProhibitedFromPersonalUse2.7 :  Governmentequipmentnot
coveredbythisLimitedPersonalUsePolicyincludes, butisnotlimitedto:   

A. Colorcopymachines; colorprinterswhenusedforcolorprinting; scientific
equipment; heavyequipment; photographicequipment; computerprojectorequipment (i.e., LCD
projectors); slideprojectors; overheadprojectors; TVs; VCRs; specializedtesting, measuringor
engineeringequipment; machineshoptoolsandequipment; firearms; mapreproductionmachines;  
lawnmowers; chainsaws; andanyothersimilarequipment.  

GovernmentChargeCardsB.  arenottobeusedforpersonaluseunderany
circumstances.  TheDOIIntegratedChargeCardGuidelinesareprovidedat
http://www.doi.gov/pam/.  Additionalinformationonchargecardusesspecifictoeachbureauis
alsoavailablefromeachbureauAgency/OrganizationProgramCoordinator.  

C. Telephoneuseiscoveredby377DM.  

Penalties2.8 .  Disciplinaryactionfornon-compliancewiththepolicyinthischapterwillbe
administeredinaccordancewithDepartmentalpersonnelpoliciesandtheDOI’sPersonnel
HandbookonChargesandPenaltySelectionforDisciplinaryandAdverseActions.  While
supervisorsgenerallyshouldattempttoselecttheleastseverepenaltytheybelievenecessaryto
correctthemisconductandtodiscouragerepetition, supervisorsretainfullauthoritytoset
penalties, astheydeemappropriate, basedontheparticularcircumstancesandspecificationsof
theoffense.  Correctiveactioncoversafullrangeofremedies, whichmayincludeoraland/or
writtenwarningsorreprimands, suspensionwithoutpay, orremovalfromFederalservice.  Inthe
caseofaseriousoffensewhereaformalactionmaybetaken, supervisorsshouldconsultwith
theirHumanResourcesofficeimmediately.  

11/5/02 #3538
New


